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Biometric Authentication
● Biometric authentication systems authenticate an individual based her physical 

characteristic

● Types of biometric used in authentication
○ face

○ palm geometry

○ fingerprint

○ Iris

○ Signature

○ Voice

● Most common uses of biometric authentication is for specific applications rather than 

computer authentication



Biometric Authentication
● Like other authentication mechanisms, biometric authentication includes an 

enrollment phase during which a biometric is captured

○ the initial reading is often called a template

○ at authentication time, a new biometric reading is performed and is compared to the stored 

template

● Unlike other authentication mechanisms, biometric matching is approximate

○ each reading can be influenced by a variety of factors

■ e.g., light conditions, facial expressions, hair style, glasses, etc. for face recognition

○ some types of biometrics can match more accurately than others

■ e.g., iris vs. face or palm 



Biometric Authentication
● Biometric matching can be used to perform

○ verification

■ user’s biometric scan is used to match her own template only

○ identification

■ user’s biometric scan is used to match a database of templates

● Identification might not always be possible

● Biometric systems attempt to minimize

■ false reject rate: authentic biometric is rejected

■ false accept rate: imposter biometric is accepted

● Depending on the environment, minimizing one of them might be more important 

than minimizing both 



Biometric Authentication

● New types of biometrics are being explored

○ brain waves, heart beats, etc.

● Many forms of traditional biometrics can be stolen

● Static biometrics can be replayed 



Biometric Authentication
● Current research direction: biometric key generation

○ the idea: a biometric can be used to generate a cryptographic key

○ the key can be reproduced using another biometric close enough to the original

■ no need to remember any information such as a password

○ the key can be used for authentication or encryption

○ key generation algorithm produces a helper data that can later aid in recovering the same 

key from a noisy version of the biometric

○ security requirements are strict

■ the helper data must leak minimal information about the biometric

■ compromise of the key must not lead to recovery of the biometric



Summary
● Entity authentication is an important topic with the main application in access 

control

● Various techniques exist ranging from time-invariant passwords to provably secure 

identification schemes

● Despite the weak security password-base authentication provides, it is the most 

widely used authentication mechanism

○ ease of use, user familiarity, no infrastructure requirements



Liveness is Not Enough: Enhancing Fingerprint 
Authentication with Behavioral Biometrics to Defeat 

Puppet Attacks

USENIX Security’ 20



Report: Yano Research Institute Ltd.German, R. L., & Barber, K. S. (2018). Consumer attitudes about biometric 
authentication. The University of Texas at Austin.
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The Prevailing Fingerprint Authentication



Attacks on Fingerprint Authentication



Puppet Attack



Puppet Attack

Existing liveness detection methods all fail in defeating 
puppet attacks.



Approach 

Complement fingerprint authentication with 
fingertip-touch behavioral characteristics

Fingertip-touch 
behavior 

Fingerprint



System Overview

Data capture
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System Overview

Data capture Behavior 
characterizing Feature extraction Model training

/Authentication



Time- and Frequency- Domain Features (TFF)



CNN-based Features (CNF)



One-class Classifier

Local outlier factor (LOF) Isolation forest (IF)

One-class support vector 
machine (OCSVM)

 Pearson coefficient-based similarity 
comparison (PCC)



Data Collection

Datasets
� 90 subjects in the data collection.
� Compiled three datasets in different postures1, periods2, 

and devices3.
� Compiled one attack dataset4 by considering three 

attacks with 15 subjects as adversaries.



Reliability Evaluation



Reliability Evaluation

Finding: CNF+LOF achieves 
almost  the best performance 
with the lowest FAR.

Feature Set + Classifier BAC FAR FRR AUC

TFF + PCC 84.41 11.85 19.34 0.9169

TFF + OC-SVM 91.49 5.56 11.45 0.9656

TFF + LOF 93.28 4.32 9.13 0.9767

TFF + IF 96.07 2.51 5.35 0.9915

CNF + PCC 94.65 3.30 7.40 0.9871
CNF + OC-SVM 90.69 6.41 12.21 0.9532

CNF + LOF 97.99 0.86 3.16 0.9974

CNF + IF 93.63 3.72 9.06 0.9789

UnF + PCC 94.76 2.86 7.62 0.9888

UnF + OC-SVM 93.78 4.06 8.37 0.9806

UnF + LOF 98.02 1.52 2.43 0.9975

UnF + IF 96.88 2.03 4.21 0.9938



Evaluation of Presentation Attacks

Attack FAR Score

ARA 0.08/0.06 -0.29/0.15

PA 0.12/0.08 -0.62/0.13

MA 0.25/0.14 -0.37/0.10

Mean/standard deviation of 
FAR and prediction score

FAR and kernel density of prediction score under attacks



Limitations

Behavior variability with 
time elapsing?
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